Demo: APl Blackbox Testing with Postman & Postbot Al

1. Open postman and click on the new button in the top left corner.
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2. Nextclickonthe HTTP request button in the pop up. This option allows us to specify
the request type, such as GET or POST, which we'll use to interact with an API.
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Hypertext Transfer Protocol (HTTP) is an application-layer protocol often used to build REST
APIs. Test your HTTP API with an HTTP request.
3. Inthe request URL field, enter https://jsonplaceholder.typicode.com/posts. This
is a public APl endpoint that provides dummy data for testing, so no authentication,
headers, or parameters are needed. Set the method to GET. No headers or
additional parameters are needed for this basic request. Then click on send.
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4. This should display the response body in the bottom section of the screen. Validate
that the response was successful by checking the status of the response was 200.
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3 “userId": 1,

4 "idU: 1,

5 “title": "sunt aut facere repellat provident occaecati excepturi optio reprehenderit®,

6 “body”: "quia et suscipitinsuscipit recusandae consequuntur expedita et cum\nreprehenderit molestiae ut ut quas totam\nnostrum rerum
est autem sunt Tem eveniet architecto”

7 3.
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9 “userId": 1,

10 "id": 2,

1 “title": "qui est esse",

12 “body": "est Terum tempoIe vitae\nseaui sint nihil Teprehenderit dolor beatae ea doloTes neque\nfugiat blanditiis veluptate porro

5. Writing Tests for the GET Request: Go to the Test tab located under the URL bar
and create test cases to validate the response.
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2 pm.test("Status code is 200", function () {
3 pm.response.to.have.status(200);
41,
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6 //-Test-to-ensure-the-response-is-in-JSON-foxmat =
7 IJm.test(" Response is JSON", function () {

8 pm.response.to.be.json;
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11 pm.test("Validate data types of response fields", function () {
12 let jsonData = pm.response.json();
13 pm.expect (Numbexr (jsonData.userId)).to.be.a("numbexr");
14 pm.expect (Numbexr (jsonData.id)).to.be.a("number");
15 pm.expect (String(jsonData.title)).to.be.a("string");
16 pm.expect (String(jsonData.body)).to.be.a("string");
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A few example test cases can be:

// Test to ensure the response status is 200 OK
pm.test ("Status code is 200", function () {
pm.response.to.have.status (200) ;

// Test to ensure the response is in JSON format
pm.test ("Response is JSON", function () {
pm.response.to.be.json;



// Confirm that each field in the response body has the
expected data type.

pm.test ("Validate data types of response fields", function

0 |

let jsonData = pm.response.json|();

pm.expect (Number (jsonData.userId)) .to.be.a ("number") ;
pm.expect (Number (jsonData.id)) .to.be.a ("number") ;
pm.expect (String (jsonData.title)) .to.be.a("string") ;
pm.expect (String (jsonData.body)) .to.be.a("string") ;

6. Click onthe send button again and check if your tests passed in the Test Results
panel at the bottom of the screen.
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Automate your tests with collection runner. Use Collection Runner

7. Setup the POST Request: Next set up a post Request and make sure the urlis the
same it was previously.
https://jsonplaceholder.typicode.com/posts , but change the request type.
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8. Gotothe Body tab, select raw, and set the format to JSON from the dropdown next
to "raw".
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9. Add some json data and click on Send. Note: the JSON data can be anything.

Example:
none form-data x-www-form-urlencoded O raw binary GraphQL JSON ~
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2 "title": "Demo",
3 "body": "Sample body.",
4 "userId": 1,
5 "testField": 12345
6 3

{

"userld": 1,
"title": "Demo",
"body": "This is a test post."

}

10. You should now see the data you sent in the post request to be displayed in the
response body and the response code should be 201 created.
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2 “title": “"Demo",
3 "body": "Sample body.",
4 "userId": 1,
5 “testField": 12345,
6 "id": 101
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11. Writing Tests for the POST Request: We will now write tests for the post request
the same way we did for the get request.
Note : If the Test tab does not show you can go to the ‘Scripts’ tab and select
‘Post-Response’.
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! pm.test("Status code is 201", function () { <

pm.response.to.have.status(201);
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Test to confirm the response contains the title you sent
pm.test("Response contains title", function () §
‘ pm.expect{pm.response.json().title).to.eql("Dema");
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Example tests:

// Test to check if the status code is 201 Created
pm.test ("Status code is 201", function () {
pm.response.to.have.status (201) ;

1)

// Test to confirm the response contains the title you sent
pm.test ("Response contains title", function () {
pm.expect (pm.response.json () .title) .to.eqgl ("Demo") ;
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12. Using Postbot for Automated Test Suggestions: While in the Tests tab, click on
the magic wand icon to invoke Postbot. Review and incorporate suggested tests into
your test suite.
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// Test to check if th tus code is 201 Crea

pm.test("Status code is 201", function () {
pm.response.to.have.status(281);

il

Pre-request

Post-response

// Test to confirm the response contains the title you sent
pm.test("Response contains title", function () {

‘ pm.expect (pm.response.json().title).to.eql("Demo");

il

Pre-request pm.expect(responseData).to.be.an('object');

pm.expect (zesponseData.body) . to.exist.and. to.be.a('string') .and. to.have.lengthof.at.least

empty”);
1

Post-response

pm.test("Userld is a positive integer”, function () {
const responseData = pm.Tesponse.json();

pm.expect (responseData.userTd).to.be.a( number');
pm.expect(responseData.userId).to.be.above(0):
3N
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13. Save and Run Your Tests: Save your request. Click the “Send” button again with the
tests you’ve written to see the results in the “Test Results” tab below the response

area.



